
Plan profile
The Nevada Public Employees’ Deferred Compensation Program (“NDC”, the “Plan,” the “Program”) is a voluntary retirement 
savings plan that is designed to increase the personal savings of State employees for retirement and help to supplement their 
NVPERS pension and retirement savings. The Plan was adopted pursuant to Nevada Revised Statue (“NRS”) 287.250 - 287.370, 
and Internal Revenue Service (“IRS”) Code Section 457(b). All current State of Nevada and Nevada System of Higher Education 
(“NSHE”) employees are eligible to participate in the Plan. Public employees of other qualified political subdivisions that have 
executed an inter-local contract to participate in the Plan are also eligible. Contributions to the Plan may be made as before-tax 
contributions, Roth after-tax contributions, or a combination of both. As of December 31, 2023, the NDC Program had more than 
16,800 participants and $1.05 billion in assets under administration through the Plan’s contracted recordkeeper, Voya Financial®.

Background information
The NDC Program, as part of the State of Nevada Department of Administration, is committed to help create a personal financial 
wellness plan for all State employees and their families. An important component of holistic financial wellness is the protection of 
one’s assets, income, identity, and estate. As such, the Program recognizes the importance of safeguarding NDC accounts and 
participant information against the ongoing risk of fraud, cyber threats, and other unauthorized activity. In partnership with Voya 
and the NDC’s investment consultant, Hyas Group, the NDC Program sought to develop and implement a cybersecurity policy 
statement to help all participants keep their accounts secure online from constantly evolving and changing threats. 

Goals
As part of its cybersecurity policy statement rollout and its focus on increasing participant awareness to cybersecurity threats, 
the NDC Program leveraged Voya’s Secure Accounts For Everyone ("S.A.F.E.") Guarantee as part of its ongoing strategic 
participant communication plan. Raising awareness to the S.A.F.E. Guarantee would help to increase participant account 
engagement online and adoption of electronic delivery (“e-delivery”) of account correspondence and notifications to keep 
participant accounts and personal information safe and secure. Once approved by the Nevada Public Employees’ Deferred 
Compensation Committee (“the Committee”), the NDC’s cybersecurity policy statement would become one of the first of its kind 
in the government plan sponsor sector and create a foundation for creating cybersecurity awareness among participants that 
would help to increase account registrations, account logins, and e-delivery adoptions.

In their own words
The State of Nevada Public Employees’ Deferred Compensation Program continues to recognize the importance of helping 
our participants safeguard their financial accounts and personal information. We recognize that cybersecurity is a shared 
responsibility for all involved, and have developed communications and educational materials collaboratively and interactively 
with our participants. Our partnership with the State of Nevada Office of the Chief Information Officer Division, Hyas Group, and 
Voya Financial has helped to create greater cybersecurity awareness among our participants and made our Program one of 
the first in the government sector to enact and adopt a cybersecurity policy statement. NDC remains committed to helping all 
State of Nevada employees on their journey to and through retirement.  - Rob Boehmer, Executive Officer
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SUMMARY



WRITTEN JUSTIFICATION

Detailed description of the project 
Development of the NDC’s cybersecurity policy statement began in 2022 between the Program and Hyas Group. The 
NDC’s annual participant education calendar is reviewed and updated each year based on past results, Plan goals, 
participation opportunities, as well as legislative and industry trends. Annual planning includes representatives from NDC’s 
administrative staff, Committee, Voya, and Hyas Group. In 2023, the NDC focused on cybersecurity education, awareness, 
and calls-to-action throughout the year using a variety of outlets. 

Cybersecurity Policy Statement
After months of discussion, review, and revisions, the Committee unanimously approved the NDC cybersecurity policy 
statement in August 2023. The document:

• provides key definitions related to cybersecurity and how NDC accounts are protected.
• includes tips for keeping accounts safe and secure.
• establishes minimum recordkeeper requirements regarding cybersecurity.
• details recordkeeper cybersecurity policies and procedures.
• defines the State’s own internal information security policy.
• maintains a policy for reporting and responding to information security incidents.

With the ongoing threats of cyberattacks, the Committee also receives training and information related to these policies on a 
regular basis. This policy is reviewed at least annually and updated as needed by the Committee and NDC staff.
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I. Introduction and Purpose

Cybersecurity is defined as “measures taken to protect a computer, device or computer 
system (as on the internet) against unauthorized access or attack.”1   
 
For many individuals, their largest account is not their bank account but rather their 
retirement account.  Accounts such as those within the State of Nevada Public Employees’ 
Deferred Compensation Program (“NDC”).  That is why it is critically important to protect 
these retirement accounts and their assets from outside threats.   

_______________________ 
 
The purpose of this Cybersecurity Policy is to define how NDC accounts are protected.  It is 
important to note that Cybersecurity is a shared responsibility.  Participating parties include: 
 

• The Plans’ recordkeeper – currently Voya Financial® (“Voya”) 
• The Plans’ consultant – currently Hyas Group, LLC  
• The Plans’ audit firm – currently Casey Neilon  
• The Plan Sponsor – State of Nevada  
• Plan Fiduciaries – NDC Committee  
• Key personnel – NDC executive director and staff 
• Plan participants  

 
This document provides an overview of the cybersecurity policies and procedures that 
currently apply to NDC.   
 
It includes key cybersecurity definitions, an overview of recordkeeper cybersecurity 
requirements, an overview of the State of Nevada cybersecurity policy, and a review of what 
to do in the event of a cybersecurity incident.   
 
The exhibits feature additional details regarding recordkeeper data security and a form to 
report a cybersecurity event.     
 
The Committee and NDC Staff will review this document at least annually and update it as 
needed. 

_______________________ 
 

 
1 https://www.merriam-webster.com/dictionary/cybersecurity 
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III. Tips for Keeping Accounts Safe and Secure 
 
The State of Nevada Public Employees’ Deferred Compensation Program (NDC) and the 
Plans’ contracted recordkeeper, Voya Financial®, recognize the importance of safeguarding 
participant accounts and personal information against the ongoing risk of fraud, cyber 
threats, and other unauthorized activity.  Plan participants are their own first line of defense 
when it comes to protecting accounts and identity. 
 
General password security 

• Participants are strongly encouraged to use and regularly update a unique password 
for each website where they maintain an account. 

• Participants should never use date of birth or Social Security numbers as their 
password. 

• Participants should not allow social networking sites or web browsers to memorize
passwords. 

• Participants should not share their password or answers to security questions with 
anyone 

• The strongest passwords are comprised of a chain of unrelated common words.
 
Fraudulent emails or phishing 

• Participants should be suspicious of emails asking for confidential information and 
should never provide credentials. 

• Participants should look out for red flags such as urgent requests, unknown email 
addresses, or discrepancies between actual and displayed hyperlinks. 

• Participants should be aware that fraudulent emails can appear to come from a
business that you are working with. 

• Participants should always review the sender’s name, email address, and URL to 
ensure they are from a legitimate source. 

• Participants should know that any of NDC’s contracted parties will never ask for 
personal information by email. 

 

S.A.F.E. Guarantee 
 
The Plans’ recordkeeper, Voya, is committed to safeguarding participants’ financial accounts 
and personal information from the risk of fraud, cyber threats, and unauthorized activity.  As 
part of this effort, Voya has established the Voya S.A.F.E.® (Secure Accounts for Everyone) 
Guarantee. 
 
If any assets are taken from workplace retirement plan accounts or Voya-administered 
Individual Retirement Accounts due to unauthorized activity and through no fault of the 
participant, Voya will restore the value of the account subject to satisfying a few key steps. 
 
Voya believes that keeping participant accounts secure is a mutual responsibility. 
 

The Deferred Word
The NDC’s newsletter, The Deferred Word, is posted online each quarter for participants and active non-participating State 
employees. An archive of previous editions can be found at defcomp.nv.gov/resources/newsletters. Deferred Word articles 
are written for four unique participant audiences – New to the Plan, Actively Participating, Nearing Retirement, and Enjoying 
Retirement. Cybersecurity-themed articles in 2023 included topics such as regular account monitoring (January and April 
2023), ways to be cybersafe (October 2023), and starting the new year with a check-up (January 2024). In addition, articles 
regularly referenced online NDC resources that are only available to participants by registering for and logging into their NDC 
account. These important messages about cybersecurity, retirement planning, and ongoing account maintenance are presented 
alongside lighthearted animal pictures and pet photos provided by NDC participants to create a newsletter experience that has 
become very popular with readers. The NDC Administrative Office regularly receives positive feedback about The Deferred 
Word from participants and encourages all plan sponsors to develop something similar to stay connected with their employee 
base.

http://defcomp.nv.gov/resources/newsletters


e-Delivery Adoption Postcard
An Earth Day-themed postcard, Go paperless and make your life easier, was mailed in March to all NDC participants who 
had not adopted electronic delivery of Plan notifications and correspondence. The campaign posed to increase account 
registrations for the Plan and add e-delivery as an added layer of security that reduces the reliance on paper notices for 
those who had previously registered their account online. The communication also featured a QR code on the back for quick 
and easy access to the account registration and login section of the NDC participant website. 

October Quarterly Statement Insert
For October’s Cybersecurity Awareness Month, NDC and Voya created a 2-page cybersecurity awareness flyer that was 
added to every participant’s quarterly statement. The statement insert included information on account registration, regular 
account review, enrollment in Voya’s voice biometric program for calls to the NDC Plan Information Line, prompt reporting 
of suspicious account activity, and safe computing habits. The campaign also reinforced how Voya’s S.A.F.E. Guarantee 
can help all participants feel both safe and secure about their NDC account and personal information, and included a link 
to go.voya.com/datasecurity for more information on Voya’s commitment to customer security. 

WANT TO SEE  

YOUR PET FEATURED?  

SEE PAGE 2. 

Meet Butter 
Cake, who is 
in the middle 
of a serious 
staring contest, 
submitted by  
Amber Powell

the 
deferred 
word

Nevada Public Employees’ 
Deferred Compensation Program

ENJOYING RETIREMENT

Meet Oliver, whose little legs are tired after this big 
hike, submitted by Scott Darcy from Voya Financial.* 
Send your pet pictures (include names too) to 
deferredcomp@defcomp.nv.gov.
* Registered Representative of Voya Financial Partners LLC, (member SIPC)
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October is not only Nevada Saves Month, but also 
Cybersecurity Awareness Month. We want to help you 
navigate and embrace technology without worry. Account 
protection is a team sport. NDC and Voya are committed to 
safeguarding your NDC account and personal information 
from the risk of fraud, cyber threats and unauthorized activity - 
whether they’re conducted through email, text, phone, mail 
or on social media.
What can you do to be cybersafe? Consider the following 
tips and best practices that you can use to better safeguard 
your account.

Register your NDC account at nevada.beready2retire.com 
and monitor it regularly. When you log into your NDC account 
regularly, you’ll be able to better identify if there has been 
any fraudulent activity. When reviewing your account, make 
sure to check for account changes or transactions that 
you did not authorize. Make it a habit to review all of your 
financial accounts regularly as well.

Safeguard your devices. Prying eyes can be anywhere.  
It’s always a good idea to lock your computer and cellphone 
screens, shield yourself when entering passwords in  
public places, and never leave your devices unattended.  
Consider a camera cover for your laptop and refrain from 
using public wi-fi to log into your financial accounts on  
unsecured networks.

Be cybersafe 
Did you know that 95% of cybersecurity breaches are caused by human error?¹

Install software updates. Be sure to reboot your devices 
every evening and make software updates when prompted 
to help keep devices and apps secure.

Secure your home network. Lock down your home network 
with updated firmware installed for wi-fi routers, switches, 
cable modems and firewalls. Create a strong password  
and regularly change it to help protect your router or  
cable modem.

Protect your passwords. Use strong, unique passwords for 
each of your devices. Refrain from creating passwords with 
personal names or birthdates² in them and avoid auto-saving 
passwords on your devices. Keep your passwords private 
and, if you must keep them written down, make sure your 
passwords are kept somewhere that only people you trust 
can access them.

There are even more ways to protect your devices and 
your data from fraud, cyber threats and other unauthorized 
activity. Visit voya.com/blog/8-ways-stay-cybersafe to learn 
more about the 8 ways to be cybersafe and then visit  
voya.com/page/cybersecurity-mobile-devices-and-apps to 
watch the Voya Learn® on-demand session on cybersecurity. 
We can safely say that you’ll be glad you did.

Sources: 

¹  Cybernews, World Economic Forum finds that 95% of cybersecurity incidents occur  
due to human error, January 18, 2022, Anna Zhadan, last accessed June 6, 2023² 

²  Voya Financial, blog.voya.com, consumer article, 8 ways to stay Cybersafe | Voya.com, 
last accessed June 7, 2023

RMD reminder 

The age to start taking Required Minimum Distributions (RMDs) 
increased to 73 beginning in 2023. If you turn 73 between 
now and 2033, you must begin taking RMDs by April 1st of the 
year following the year in which you reach age 73 or separate 
from service (whichever is later). You will receive further 
communication from Voya before the year in which you must 
begin taking RMDs. If you have any questions about Required 
Minimum Distributions, please call the Plan Information Line at 
(855) GO-RET-NV (467-3868).

ACTIVELY PARTICIPATING

Meet Squeakers, who was given the name because of how he reacted 
to being rescued when he was only a few weeks old, submitted by Amy 
Martindale. Send your pet pictures (include their names and any fun facts)  
to deferredcomp@defcomp.nv.gov
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Every year, the IRS announces the latest contribution limits for 
retirement savings accounts like the NDC Program. The limits for 
2024 have increased, giving you the opportunity to save even 
more today to help achieve your future goals. Visit  
voya.com/irslimits to also learn how much you can save this year 
in other vehicles such as Health Account Solutions and IRAs.

* Age 50 and older before year-end. If you participate in a 457(b) plan, the Age 50+ Catch-up is only available if the plan is sponsored by a governmental employer.
** This special election catch-up applies to employees participating in an eligible governmental 457(b) deferred compensation that have elected the special catch-up available in the 
three years prior to the year of normal retirement age. If you are eligible for both the Age 50 and older catch-up and the special election catch-up under your 457(b) plan, IRS rules do 
not allow you to use both in the same calendar year. IRS rules permit you to use the catch-up that lets you contribute the greater amount.

Did you know?
If you are 50 years of age or older, you have the option to save even more with catch-up contributions. This can help you 
maximize the saving potential of your remaining working years to reach your retirement goals. Local financial professionals 
from Voya® can confirm your limit this year based on your unique situation. They can also review and discuss your retirement 
saving strategy to help identify ways you can save more in 2024. Visit nvdeferredcomp.timetap.com to schedule a no-cost 
appointment at a date and time that’s convenient for you.

Make saving more for retirement a priority in 2024 
When was the last time you increased your NDC contribution? If you normally increase it each year and haven’t yet, or if it’s 
been a few years since you’ve increased your savings, don’t wait any longer. Start the new year by vising defcomp.nv.gov to 
download and complete the Payroll Contribution Form. 

This material is provided by Voya for general and educational purposes only; it is not intended to provide legal, tax, or investment advice. All investments are subject to risk. Please 
consult an independent tax, legal, or financial professional for specific advice about your individual situation. 

Save more in 2024 

2024 2023

Age 49 and under $23,000 $22,500

Age 50 and older  
catch-up*

Additional  
$7,500

Additional  
$7,500

457 special 
election  

catch-up**

Up to an 
additional 
$23,000

Up to an additional 
$22,500

America Saves Week is an annual celebration 
and call to action for everyday Americans 
to commit to saving successfully. This year, 
challenge yourself to work toward achieving 
financial stability. That could mean reading 
financial articles, watching educational videos, 
discussing your plan with a professional, or 
taking action based on your unique life goals. No 
matter what you’re saving for, creating healthy 
financial habits is always a good idea. Start by 
understanding basic financial concepts and the 
benefits that are available to you, then continue 
learning throughout your earning years and make 
financial decisions with your personal goals in 
mind. The rest will fall into place. Ready to learn 
more? Visit voya.com/voyalearn.

America Saves Week is April 8 - 12

October is Cybersecurity Awareness Month. You can feel 
both safe and secure with Voya’s S.A.F.E.® Guarantee
The State of Nevada Public Employees’ Deferred Compensation Program (NDC) and the Plan’s contracted 
recordkeeper, Voya Financial®, recognize the importance of safeguarding your financial accounts and your 
personal information against the ongoing risk of fraud, cyber threats, and other unauthorized activity.

The Voya S.A.F.E.® (Secure Accounts for Everyone) Guarantee was established to restore the value of your 
NDC account, subject to satisfying a few key steps, if any assets are taken due to unauthorized activity 
and through no fault of your own. We believe that keeping your account secure is a mutual responsibility. 
That means you play an important role in this process, and the coverage Voya provides under the S.A.F.E 
Guarantee may also consider the degree to which you take the following recommended action:

1. Register your NDC account online.

• If you have not created a username and password, visit nevada.beready2retire.com to complete the 
first-time user registration process.

• Provide a trusted mobile phone number to receive one-time passcodes for login recovery purposes.
• Sign up for electronic document delivery. This will allow you to receive important NDC account 

correspondence and confirmations in the most efficient manner.

Nevada Public Employees’
Deferred Compensation Program
Keep your account safe and secure

OR Feel secureFeel safe

Would you rather

Take action on securing your accounts today. 
Keep your accounts and personal information safe and 
secure. Visit go.voya.com/datasecurity to learn more.

The Voya S.A.F.E. Guarantee does not create or alter any rights or responsibilities of any person except as expressly set forth 
herein. The Voya S.A.F.E. Guarantee is governed by the laws of the State of New York (without regard to conflict of laws principles) 
and may be modified or discontinued at any time.

Plan administrative services are provided by Voya Institutional Plan Services, LLC (VIPS). VIPS is a member of the Voya® family of 
companies and is not affiliated with the State of Nevada Public Employees’ Deferred Compensation Program.
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2. Review your NDC account information 
on a regular basis and keep your contact 
information current.

3. Enroll in Voya Voiceprint, Voya’s voice 
biometrics program.

4. Promptly report any suspected identity 
theft or unauthorized activity.

• Promptly call the NDC Plan Information Line toll-free at (855) GO-RET-NV (467-3868) to notify 
Voya of any unexpected changes to your account. This may include address, phone number or 
email changes.

• During your next call into the NDC Plan Information Line, consider taking advantage of an extra layer 
of security to protect your account. Voya Voiceprint will allow your voice to be used to authenticate 
your identity for purposes of accessing your NDC account.

• Call the NDC Plan Information Line immediately to notify Voya of any discrepancies or incorrect 
information on your account, as well as any transactions that you did not request.

• This includes notice of bank account changes, withdrawal requests, password changes or profile 
changes, and other changes not initiated by you.

5. Practice safe computing habits.

• Remember not to share your username, password or one-time passcode information with anyone else.
Voya will never call, email or text you for this information.

• Periodically change your unique NDC password for online access.
• Be aware of email and phishing scams.
• Do not open suspicious attachments or click on questionable links.
• Be sure to use current anti-virus software on your device.
• Do not reuse login credentials across different websites. Reusing passwords is not safe.

Go green by signing up for e-Delivery

Go paperless and 
make your life easier
Going completely paperless with your Nevada 
Deferred Compensation (NDC) account is a simple 
and secure way to review your statements and 
correspondence.

• Feel confident that documents have not been lost in the mail.
• Save time - stop storing, organizing and shredding documents.
•  Reduce clutter in your mailbox and on your desk; print only 

what you need.
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Reduce clutter and go green by signing up 
for e-Delivery today.

Information from registered Plan Service Representatives is for educational purposes only and is not legal, 
tax or investment advice. Local Plan Service Representatives are registered representatives of Voya Financial 
Advisors, Inc., member SIPC.
Plan administrative services are provided by Voya Institutional Plan Services, LLC (VIPS). VIPS is a member 
of the Voya® family of companies and is not affiliated with the State of Nevada Public Employees’ Deferred 
Compensation Program.

Earth Day is April 22. Help make a difference 
this Earth Day and every day. Scan the QR 
Code with your phone to log in to your NDC 
account, then go to your profile in the top 
right hand corner and click Communication 
Preferences to update your account 
notifications to paperless.

For assistance with accessing your account or signing up for e-Delivery, 
call the NDC Plan Information Line at (855) GO-RET-NV (467-3868) 
weekdays between 5:00 a.m. and 6:00 p.m. PT, excluding stock market 
holidays. To schedule an appointment to review and discuss your 
retirement planning strategy with a local Voya® representative, 
visit nvdeferredcomp.timetap.com.

Voya Financial
Attn: State of Nevada Plan Administration
P.O. Box 389
Hartford, CT 06141

http://go.voya.com/datasecurity


57%
e-Delivery
adoption

611
new account 
registrations
since 1/1/23

Nevada Saves Month
October’s Nevada Saves Month is a month-long NDC event featuring education for all State employees on a variety of 
financial wellness and retirement-related topics. The event also features a “webinar week” with presentations by the NDC 
Administrative Office on five different retirement planning subjects. In 2023, the webinars NDC Basics and Beyond and Get 
to Know Your NDC Account dedicated time for attendees to learn how to register their account online and understand the 
importance of account registration from a cybersecurity perspective. Sessions were recorded for on-demand access and 
are available for all State employees at defcomp.nv.gov/education/helpful_links. The important dialogue about the cyber 
threats people face with an unregistered financial account compared to those with registered accounts reached hundreds 
of State employees in attendance.

http://defcomp.nv.gov/education/helpful_links
https://presents.voya.com/Content/Delivers/NDC_Basics_Beyond_2023/
https://presents.voya.com/Content/Delivers/NDC_Account_Tools_2023/


Feasibility of use by other governments of a similar size
A government retirement plan of any size could partner with their consultant and recordkeeper to develop a cybersecurity 
policy statement and strategic participant communication campaign that raises awareness to the need for cybersecurity 
diligence and safe computing habits to mitigate cyber risks. A recordkeeper with a program similar to Voya’s S.A.F.E. 
Guarantee, which would make a participant whole if assets were withdrawn as the result of a cyber breach, also helps to 
provide participants with peace of mind if something unfortunate were to happen to their account. Cybersecurity is and will 
remain a shared responsibility, but the Nevada Deferred Compensation Program remains committed to offering participants 
the educational resources and guidance they need to achieve a secure financial future.

NDC account registrations and e-delivery adoption rates have increased significantly 
since the Plan made the strategic decision to increase cybersecurity awareness for 
all participants. E-delivery has now been adopted by 57% of all NDC accounts as of 
December 31, 2023. 611 NDC participants registered their account online between  
January 1, 2023 and March 31, 2024. Both rates are higher than the average for the 
government plan sponsor sector. 

NDC participant engagement through digital channels was also strong throughout 
2023. 54% of all participants engaged with their NDC account online through the 
participant website (nevada.beready2retire.com) or mobile app. Website and mobile app 
engagement also continues to increase for participants age 20 to 59. Overall, account 
logins had a noticeable increase in March/April after the e-delivery adoption postcard was 
mailed. After a busy login period in July that aligned with a cost of living salary adjustment 
for all State employees, logins again rose in September and through November because of 
the outreach during October’s Nevada Saves Month.

While there are still participants who need to register their account online and consider adopting e-delivery as the 
communication preference for their NDC account, the adoption and continued promotion of the Plan’s cybersecurity policy 
statement shows them how serious the NDC Program is about helping to ensure that their assets and personal information 
remain secure. The NDC Administrative Office and Committee are confident that its ongoing cybersecurity awareness and 
education efforts will continue to improve the digital engagement and financial wellness of its participant base.

Webinar sessions during Nevada Saves Month were also popular among 
State employees and NDC participants. Led by the NDC Program’s Executive 
Officer, Rob Boehmer, the webinars held in October were attended by a total 
of 391 people from across the State. 

RESULTS

391
webinar  

attendees

54%
participant

engagement
in 2023

http://nevada.beready2retire.com



